Ha ccuoBy unaHa 8. crar 1. Jakona o uHGropManmoHoj GesCenHoctu (,,CnyxbeHd
raackuk PC", Opoj 6/16), unana 2. Vpenbe o Omkem campkajy akra o OesGegnoctd
HH)OPMAIHOHO-KOMYHHKAHOHUX  cUCcTeMa off nocebHor 3Havaja, HaudHY I[IpPOBEpe
HH}OPMAIIHOHO-KOMYHHKalHOHHX cHcTeMa oX IoceGHOr 3Kauaja M caipiajy H3BelTaja o
poBepH MHOOPMALHOHO-KOMYHHKALIHOHOT cHeTeMa of mocebHor 3Hauaja (,Cn. [nacHuk PC",
Op. 94/2016) u unana 73. u 76. Craryra onurune Kosuu ("Crnauer onmtune Koeun® 6poj
11/2012-npeunwtien Texer, 25/2013 u 2/2015)

HAYEJHUK OIIIITHHCKE YIIPABE, nana 21.9.2018. roguxe 10HE0 je

IIPABHIHHUK
O BE3BEJHOCTH HHPOPMAIIHOHO-KOMYHHKAITHOHOT CHCTEMA
OIIIITHHCKE YIIPABE KOBHH

I Onrre oppenGe
Ympan 1.

Osum IlpasunHukoM ce, y cknany ca 3akoHoM ¢ HMH{opMauuoHoj 0OezbefHOCTH H
YpenGom o OnmxeM cangpxajy akra ¢ 6e30eAHOCTH HHPOPMAITHOHO-KOMYHUKALMOHHX CHCTEMA
oA noceOHOr 3Hayaja, HAYUHY IIpoBepe HH(POPMAIHOHO-KOMYHHKAIMOHHX CHCTEMA Of NlocebHor
3Hauaja H cafpikajy U3BellTaja O NpoBepd HHQOPMALMOHO-KOMYHHKALMOHOr CHCTEMa Of
noceOHoOr 3Hauaja, YTEphyjy Mepe saluTHTe, NPUHLMNM, HAa4YHH H ApOLENype HOCTH3ala U
OIp>KaBama aNeKBATHOT HHBoa OezbenHocTH MHQOPMAUMOHO-KOMYHHKAI[HOHOr cHCTema, (Y
namem Texety: MKT cuctem), xao H opnambieta 4 0AroBOPHOCTH Y Be3n ca  Gesbeguowhy
n pecypcuma HMKT cucrema Onurruucke ynpase KosuH (y pamem Tekety: Onmeparop).

Ynau 2.

Hndopmanuona pobpa Omnepatopa ©y CBH pecypcH KOjH caipke  ITOCIOBHE
uH(popmMaije Onepatopa, 0THOCHO CBH pecypcH IIyTeM KOjHX ce BpLUH W3pana, obpand, yyBabe,
npeHoe, OpHcamlbe M ynuwTsame nojaraka y HKT cucremy, yrmyuyjylin ceBe eneKTpoHCke
3alMce, padyHapcKy ompeMy, MobunHe ypehaje, Gase nopjataka, NOCNOBHE alUTHKALM]E H CIT.
Esugenunjy n3 craBa 2. OBOT UlaHa BOAM 3ATOCICHH Y CKIANY ca BKeHOM CHCTEMATHIALM]OM
panuux Mecta (Y nasbeM Tekery: Haunexnu cy6jer HKT cuctema).

Yaan 3.

[MTox mocnoeuMa 3 obnactu Oe3benuocTH MKT cucrema cmarpajy ce:
- [IOCNOBH 3alITHTe HHpOpManMoKUX A00apa, OJHOCHO CPeACTABA W HMOBHHE 33 HAA30p Hapj
[OCIIOBHHM IIpOLIECHMa Of 3Hau4ja 3a uH(opMauuony 6e3beanocT,
- IIOCJNOBH YIpaB/bakha PHU3HLHMAa Y oOnacTy uH(opMalnoHe Ge30efHOCTH, Ka0 H MOCIOBH
npeaBrljeHU npolieaypaMa y obmacTH HHpopMalione Oe3deIHOCTH,
- OCNOBH OHeMoryhagawma, OJHOCHO ClipevaBama HeoBNAmMMeHe HIH HCHAMEPHE HM3MEHE,
omrelierba UM 3MoynoTpede cpedcTaBa, ONHOCHO HHopManuoHux nobapa HKTcucrema
OnepaTopa, Kao M TNpHCTYN, M3MeHAa Wau Kkopumiliewe cpencraBa Ges opnamwliema U Oe3
€BUCHIIH]E O TOME,
- npalieie aKTHBHOCTH, peBH3Wje H HAm30pa y OKBHPY YOpaBbaitbd HH(POPMALHOHOM
Oe30egnomhy.
- ofaBemrTaBare  HaIKHHX oprasa o HHuMgestuma y  HMKT  cucremy, ¥y
cKNlay ca IponrcHMa.

Il Kopumtiete HKT cnerema
Unau 4,

HKT cucremom yrparsea Hagnexsu cyojext HKT cucrema,

Hapnexxun cyGjext UKT cucteMa je nyxad Ja cBakor HoposanoclieHor-kopucauxa UKT
pecypca yIosHa ¢a ollrOBOpHOCTHMA M NpaBunnMa xopumfieka UKT pecypea Oneparopa, a ra
obyun 3a xopumhiere pecypca MKT cucrema, ma no saBpmerky oOyke o7 3allocieHOT y3Me
n3jaBy o obyueHoctu 3a kopuitheme KT pecypea u 1a 0 HCTHMA BOIH €BHREHITH]Y.



Ynan 5.
YV cnydajy NIpoMeHe pPajHOT MECTa, OAHOCHO HaIJIEKHOCTH KOPHCHHKA-3alOC/IeHOr
Hagnexnn cybjext MKT cuctema he u3ppmuTh npoMeHy npasa y xopumhewsy MKT cucrema
KOj€ jé KOPUCHUK-3AMOCEHH HMa0 Y CKIaTy ca ONHCOM PaAHMX 3aJaTakKa.

Yaaw 6.
VY cnyuvajy mpecTaHKa pajHOT aHraXoBakad KOPHCHHKA-3aroCiIeHOr, KOPHCHUUKY HaJlor
ce YKHIa.
Kopucuux KT pecypca, koMe je IpecTano pagHO aHraXoBame Mo OUN0 KOM OCHOBY
xoa Omeparepa, He cMe 1a OTKPHBA [OAATKE KOjH Cy O 3Ha4aja 3a nrdopmanHony OesbeaHoct
HKT cucrema.

Aomunucmpamopexu U KOPUCHUYHY HARO2

YUnau 7. _

Ipapo npucryna UKT cucreMy HMajy caMo 3alloC/eHH, OTHOCHH KOPHCHHUH KOjH
HMajy aIMHHHCTPAaTOPCKE H KOPHCHH'IKE Harnore |

A,IIMHHHCTpaTOPCKPI HaNor je jednHCTBEH Harnor xojuM je omoryhen npuctyn n
aaMuuucTpanuja csux pecypea UKT cHcTema, camo ca jedHHM KOPHCHHYKHM HaJIOTOM, Kao H
OTBapame HOBHX M M3MeHa 10cTojehnX Hajora, Moxe Ja KODHCTH Camo 32I0CIIeHH KOjH je
paciopeljeH Ha I10CJIOBE H palHe 3a/aTKe aAMHUHHCTPaTopa..

KOpHCHHUKM HAJIOTr je Hanor KojH CaZIpKH KOPHCHH'KO HME M NO3HHKY, Koju ce mory
YKYLIaBaTH HIIH HHTaTH ca MeJlija Ha KOMe TIOCTOjH eleKTPOHCKH cepTHdHKAT, Ha OCHOBY KOjHX
ce BpIIH ayTeHTH(}HKaluja- [IPOBepa HAEHTHTETA H AYTOPH3allHja - NMPOBEpa Npapa NPHCTYIA,
onHOCHO npaBa kopuhiera pecypca MKTcucTema ox cTpane 3anoc/ieHOr-KOPHCHHKA.

KopHCHHYKH HAJOT Z0Jebyjeé aAMHHHCTPATOP, HA OCHOBY 3aXTeBa 3aHOC/AEHOT
32QyAEH0r 33 YNpaBbalbe JLYACKHM pecypeMMa M TO TeR HAKOH YHOCA NOAATAKA ©
3anocxeHoM y cof)TBEp 3a YIpaBbate bYACKNM pecyperma. Ha ocHory mociioBa H pagHux
JafaTaKa 3aNoc/AEnor, aAMEHACTpaTep oapelyje npapa mpucTyna y ckaazy ¢a norpebama
06aB/baka NOCAOBHEX 32JATAKA Of CTPAHE 3AM0C/€HOr-KOPHCHHKA,

AJAMHHHCTPATOP BOAH €BHICHUH]Y 0 KOPHCHHUKHEM HAJO3HMA, NPOBEPABa HXOBO
xkopumlierbe, Mewa NpaBa OPHCTYHNA M YKHAA KOPDHCHHYKE HAJIOTeé HAa OCHOBY 3aXTeBa
3amocJeHOr HA MOCAOBHMA YNPaB/balka JBYACKHM PpecypeHMa, OJHOCHO HAJJEKHOT
pyKoBoanona y 0prann3aunonnm jeqnnuunma Onepartepa.

002080prOCMY  KOPUCHUKA 3Q 3AUIMUMY CONCMSEHUX Cpeocmasa 3a aQymenmuxayujy

Yaau 8.
KOpHCHHYKH HANOT Ce CacTOjH OJl KOPHCHHUKOT HMEHA H JIO3HHKE.
KopHcHHYKO HMe C€ KpeHpa IO MATPHIM HME.NpesHMe, NaTHHHYHHM NHCMOM Ge3
ynotpebe cnosa §, s ,Jb, 1, 1, U, 11, 1. YMECTO OBHX C/IOBA KOPHCTE CE CIICBA H3 cinenche Tabene:



‘RUpHANYHA CJIOBA JIaTHHHTHA c/loBa
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JloauHka Mopa Ja cajpKH MHHHMYM cefaM KapakTepa KOMOHHOBAaHMX Of MallMX H
BENHKHX CNIOBa, H{apa 1 chelujaHIX 3HAKORA.

JlozuHka He cMe Ja CaApXKH HMe, Tpe3uMe, JaryMm poliema, Opoj Tenedona u mpyre
[peno3HaT/EHBE MOAATKE.

AKO 3aT0CIeHU-KOPHCHHK MOCYMIsa JIa je APYTO JIKLE OTKPHIIO HeToBY NO3HHKY AYXKaH
je Ia HeTy oaMax H3IMeHH.

3anocneHu-KOPUCHHK JY3KaH je Ja Melba JIO3HHKY HajMalbe jelHOM Y TpH Mecela.

Hera no3unka ce He cMe TOHAB/LATH ¥ BPEMEHCKOM MEPUOAY Of FOAHHY AaHA.

III ITpegmeT, Mepe u cyGjexti 3amTaTe HKT encrema

Ynan 9.
IMpeamer zamtte KKT cucrema cy:
- Xapageepcke H copreepcke koMmnonente MKT cuctema
- mogany kojH ce obpaljyjy wau 9yBajy Ha wommonentaMa HKT cucrema
- KOpDHCHHMYKM Hamo3H H JPYrd NoAaly O KOpHCHHUMMa HHopopmarHukux pecypca HMKT
cHCTEeMa
Yaan 10,
Mepe nponucane OBHM aKTOM ce oOJHOCe Ha cBe opranusanuone jegunuite HKT
cucteMa Omnepatopa, Ha cBe 3amocieHe - KOpHCHHKE HHOpMAaTHUKUX pecypca, Kao H Ha
Tpeha nuna Koja kopucrte HHGopMaTHike pecypee Onepatopa.

Yaau 11,
Mepama zamture MUKT cucrema Oneparopa obezbeljyje ce npesenumja oj Hactauka
WHUMIEHATa, OJHOCHO MpeBeHIHja M MHHHMH3alHja LITeTe OJ MHLHASHATA KOjH YIpoXKaBajy
BpLIEH:E HAVISKHOCTH H 00aB/Eake AENATHOCTH, a oceCHO Y OKBUPY NpYxKama yCIyra ApYrHM

J1UHMa.
Pafy 3aliTHTE T2jHOCTH, ayTEHTHUHOCTH W MHTErpuTeTa nojartaxa, Oueparop Moxe Ja

pasMOTpH kopuiuhemwe oArorapajyinx Mepa KpHIITO3aIITHTE

Yuau 12,
3a obaBmare nocnopa U3 obnactu Hesdepnoctn MKTcuetema OnepaTopa Haanexad je
Bumu pedepent 23a MapkeTHHT ¥ HHOPMATHYKH pa3Boj

Unau 13.
3anocnewn y Oneparepy je ayxaH Az momrtyje ¥ crneneha mpasmia Oesbeanor H
npumepeHor xopumhema pecypea KT cucrema:



1) @a xopHcTH HH(OpMATHHKE pecypee HCKIBYHHBO Y TIOCTOBHE CBDXE; :
2) la IpHXBATH Ha CY CBH IOZALM KOjU Ce CKIAJHILTe, TIpEHOCE MM NPOLECHPA]y Y OKBHPY
MHGbOPMATHYKKX pecypca Bracuuurrso Oneparopa H Ja Mory OWTH IpeAMeT HaiMIefawa M
nperiefama; |
3) ma mocTynd ca HOBEPJEHBHM nojalEMa y cKnagy ca IPOTHCHMA, a MOoCeOHO MPUIHKOM
KONUpaa 1 NpeHoCa MOJIaTaKa;

4) n1a 6e36eiHo 4yBa CBOje JIO3UHKE Y OXHOCY 'Ha Apyra MHug; ' :
5) ma Mera NO3HHKE carjacHo yTBijeHHM npaBHIMMa;

6) na ce, npe CBaxkor yaarhabaia Of panue cTaHuue O,E[JaBH ca’ cHcTeMa, OHOCHO 3AKbY4A
paHy CTaHuuy;

7) na KOpHCTH DVDRW, CDRW 1 USB exc*repue Memopuje Ha pam{OJ CTaHHLlH camo 3
0)106})81—]:8 HaJUIeXKHOT cyﬁjex"ra HKT cucrema;”

8) 4a 3axTeB 3a MHCTANALM]Y cO(TBEpa HIM XapaBepa NOAHOCH Y IHCAHOj (GopMH, o,uo6peH oR
CTpaHe HeMmOCPEeAHOr PyKOBOAHOLA;

9) na oGe3beny CUTYPHOCT TIOATAKA Y CKNafy ca BakehuM nponucHMa;

10) gma npHctyna HHGOPMATHYKHM pecypcHMa CaMoO Ha OCHOBY H3PHUHT J0[€/eHHX:
KOpPHCHHYKHX TPaBa oJ] CTPaHe HaiexHor cybjexTa;

11) na He cMe na 3aycTaBsba pal HiH 6pmue AHTHBHPYCHH NPOTpaM, Melba HEroBe no,uemeHe
onuuje, HWTH Aa HeoBnambieHo HHCTANUPa APYTH AHTUBHPYCHH MIPOIPaM;

12) ma He cMe ja Ha PAJHO] CTAHMIM CKIAAMIITH CAAPXKaj KOJH He CYXH y MOCAOBHE CBpXE;

13} na nspaljyje samrmuTue konuje (backup) fofataka y cknafy ca NpoNMCaZHHM NPOLEAYPaMa;
14) na xopuctu Internet u Intrnet e-mail ceppuc Oneparopa y ckialy ca NpOTIHCAHHM
nmpouenypama; ’

15) nd npuxeatn aa ce oapelene Bpcre HH(popmaquﬂx HHTepBeHIIPIJa 06aBIba_]y y yTapljeHo
BpEME;

16) I NPHUXBATH A CBH IPHCTYIIH HH(bopmaanKnM pecypcuma H nHbopMauHjama Tpeba aa
6yny 3acHOBAHY HA NPHHIWIY MHHHMAITHE HEOMXONHOCTH;

17) na NpUXB4TH HHCTAIALM]y TEXHHKA H IIporpama y kLY CHTYPHOCTH HKT cucrema.

18) Ja He cMe Ja WHCTAIHpa, MO}IHCI)HKY_]e ﬂcmyqyje W3 paja unu Spuie 32WITHTHY,
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Ozpanuuerse npucmyna nodayuma u cpedcmeuma 3a 06pady nodamaxa
Ynan 14. ' '

I[Ipuctyn pecypcuma MKT cHerema oapelie je BpcTom Hanora xoju 3aMOCIEHH HMA.
3anocneHH KOjH HMa agfMHHHCTP2TOPCKH HAIOT, MMa NpaBa MPHCTyna CBUM pecypcuMa
UKT cuctema (COPTBEPCKHM M XAapABEPCKHM, MPEeXH H MPE&XHHM DECYpPCHMa) Y LHBY
HHCTANAILMje, OAPKABalba, IOJelIaBaha ¥ yIpan/bama pecypcuma UK Teucrema.

3anocieHy MoXe Aa KOPHCTH caM0 CBOj KOPHCHHYKH Halor Koji je nobHo of
aIMHHHCTpaTopa ¥ HE CM¢ ha omoryhu ApyroM JjMuy kxopuiufiele HeroBor KOPHCHMYKOT
HAJI0T'a, CEM aJIMHHHUCTPATOPY 34 NOJEIIABake KOPHCHHYKOr MpodiHiia ¥ paAiHe CTaHULE.

3amocneHH kojH Ha GHIO KOjH HauME 3NoynoTpeOM Tpasa, OJHOCHO pecypce
UK TcucteMa, MoANEKe KPHBHUHO] H AHCIHIUIHHCKO] OJrOBOPHOCTH.

III a IojemHayHe Mepe 3ALUTHTE

Dusuyxa 3awmuma objexamd, RPOCIMOPA, NPOCMOpUja OOHOCHO 30HQ Y KOjuMa Ce Haraze
cpedcmaa u doxymenmu UKT cucmema u obpalyjy nodayu y HKT cucmemy

Yaan 15.
[IpocTop y KoMe ce Hanase pauyHapy 3a Boheme 6aza nojaraxa W UEHTPaNHH padyHap
(cepBep), Mpexuna MMM komyHukauuora onpema MKT cucrema, opraummsyje ca Kao
aJMHHHCTPATHBHA 30Ha.



A=

AJMUHHCTpATHBHA 30Ha Ce YCIIOCTBIbA 3a (u3HyuKkH npHCTyn pecypeuma UKT cucrema y
KOHTPOJIMCAHOM, BHJJBMBO O3HAYEHOM IPOCTODY, KOjH je oOezbeljeH MexaHU4YKOM OpaBoM.
EBugeHIH]y 0 yIacky y OBY 30HY BoAH HamekHH cyojext UKT cucTema.

Ynau 16.

Yna3 y npoctopujy y kojoj ce Hamazd MKT ompemMa, 103BOJBEH je caMO agMHHUCTPATODY
HKT cucrema.

OcHM aAMHHHMCTpaTOpa CHCTeMA, MOPUCTYIN aiMUHHCTPATMBHO] 30HH MOTY HMMAarTH H
tpelia nuua y nuiby MHcTanauuje u cepsucHpama ofpeliernx pecypca UKT cuerema, a no
npeTxoAHoM ofo0Opersy HadelHHKa ynpape,

[TpocTopyja u3 craBa 1. opor ulaHa Mopa GHTH BHIUBHBO obenexxeHa H Y Hb0j ce Mopa
HaNa3sHTH [pPOTHUBIOKApHA ONpeMa, Koja ce MOoie KOPUCTHTH caMo Yy clyvajy noxapa y
npocTopHjH ¥ Kojoj ce Hanasu MKT onpema u MeaHju ca noaannma.

[Ipozopn H BpaTa Ha OBOj IPOCTOPHiH H3 CTasa l. OBOr' unaHa Mopajy yBek OuTH
3aTBOPCHH.

CepBepH M aKTHBHA MpexkHa onpema (switch, modem, router, firewal), Mopajy cranHo
OuTH NpHKIBYYeHH Ha ypelaje 3a nenpexuaHo Hanajamse - UPS,

Y chydajy HecTaHka eleKTpU4He eHepruje, y mepuoay AykeM of kamanutera UPS-a,
opnawheno JMUE je Oy)KHO Aa HCKBYYM ONpeMy y CKNagy ca NpolieAypaMa npou3spobhaua
onpeMe.

VY cnydajy H3HOLIEHA OIpEME U3 IPOCTOpPHje U3 cTaga 1. OBOr ulaHa pany cenuyde, WK
cepBUCHpalba, HeONXOAHO je ofodpetbe HAYENHUKA KOjH fie OfpeguTH yCioBe, HAUHH H MECTO
H3HOLIEkA ONpeMe.

AKo ce onpemMa H3HOCH DajH CepBUCHpaiba, nopex onoOpera HadelHMKa, MOTpeOHo je
CauMHHTH 3alHCHUK ¥ KOMe ce HABOAM HA3MB M THII OIIpeMe, cepHjcku Opoj, HasuB cepBHCepa,
HMe M NIpe3siMe oBfaiifieHor NHla cepBHCcepa.

YrosopomM ca cepBicepoM obasesHo ce aeduHuine o0ape3a 3allITHTE [I0JATAKA KOJH ce
Hanase Ha MeAujuMa koju ¢y geo MKT pecypca Onepatepa.

Besbeonocm pada na damuny u ynompeba mobunnux ypejaja

Yaan 17,

IMpuctyn pecypcuma UKT cucrema Oneparopa HeperncTpoOBaHHM KOPHCHUIMMA, IIyTEM
mobunuux ypehaja, omoryheH je camo web site-y.

3anocneny kopueuuiy pecypea MKT cucrema, mory myteM moOumnux ypehaja, xoju cy
y BaacHHInTBY Oneparepa H KOJH Cy NOJelIeHH 0 cTpaHe HaxnexHor cybjexra y UKT cucremy,
Aa npHeTynajy caMo oHuM jenoBuMa HMIKT cucrema xoju MM oMmoryharajy ofaBhathe pajHHX
3ajaTaka y OKBHDY H:MXOBE HaJAeKHOCTH Kao INTO CY ENEKTpOHCKA IOLITAa, NOjeAdHe
annvKalgje Be3ade 3a o0aBibambe I10CNa H APYTO, a Ha OCHOBY [THCAHE CArVIACHOCTH HA4elHHKA
yIpage.

MoOunau ypehajr Mopajy OutH nopemenu Tako na oMoryhe curypan u Oesbeman
npuctyn, kopuwheweM VPN mpexe UKT cucrema u nucte MAC aapeca ypelaja myteM xojux
Jje No3BoJbeH IIPHCTYII, Y3 akTHBaH oAaromapajyfiu codreep-3a 3amTHTY OX BHpyca H ApYror
3l0HaMepHor codTBepa.

3anocneHoM je salpameHa je caMocTalHa HHCTanaudja codTBepa M IIOZEIIRBaLe
mMo6unHoOr ypelaja, kao u Aapawe ypeljaja HeoBnauheHUM THUKEMA,

Hapgnexnn cybjext v MKT cHcTeMy CBakOIHEBHO KOHTPONHIIE MNpHCTYM pecypcuma HKT
CHCTEMa H [IpoBepaBa [a I HMa MIPHCTYNa ca HenosHAaTtux ypehaja, oqHCOHO HenosHaTHX MAC
agpeca.

VYKONHMKO c¢ YCTaHOBH HeoBjawheH IIpUcTYyn O TOMe ce MyTeM eNeKTPOHCKe IMOLITe
0ZMax, a HajkacHHje cyTpafaH ofaBelliTaBa HauenHuk ynpase, a e MAC aapeca ce yHOCH Y
6ok ucTY codTBEpa KOjH C& KOPHCTH 3a KOHTPOJY MPHCTYNA.



Ynan 18.
[puctyn pecypcuma HKTcucrema ca TIpHBATHOT ypehaja Huje [IO3BOJBEH, OCHM aKo je
ypehaj y racuuirey Omnepatepa omrelied U Huje obe3belena samena. b
CarfiacnocT Ha kopuulierse npusarHor ypehaja y cnyqa_]y 13 CTapa 1. oBor uiaHa aaje
HallenHHHK ynpaee.
Enuneﬂuujy npusaTHuxypeljaja ca kojuxhe GuUTH omoryheH MPHCTYN BOZH HAATEXKHA
cyGJeKT I/IKT CHCTEMA. _ ‘ o ‘ . o
Yuan 19. S
Ipusatuy ypehaju ca xojux he ce. MPHCTYIATH PecypeHMa HKT cHerema Mopajy Outu
IOJISINEHH OJf CTPaHE HAIJIEKHOT cySJeKTa WUKT cucrema. '
_ HpHBaTHH ypehaju ca xojux ce Moxe PHCTYTIATH pecypcha HKT cucTema Mory ce
KOpI/iCTPlTI/I camo 3a ofapbame IOC/IOBA Y HALIEKHOCTH KOPHCHUKA-32MIOCHEHOT M TO cawf_éll
nepHOay Kajia Huje moryhe KopHCTHTH ypeljaj Y BIACHHUITBY OnepaTepa
Hamnexun cybjekr VKT cucrema jé Ayxan na npe mpedaje ypelaja opmawhenom
cepBHcy, ypaau backup nofaraxa koju ce Hanase y MoGunHOM ypehajy, a notoM ux 06pmue u3
ypehaja, a ia mo M3BPIIEHOM CEPBHCPabY BpaTH nopaTke Y MoGHIHH ypehaj.
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Bausmuma nocava nodamaxa
Yian 20.

Ho,uaun KOJH ce nanase y MKT cHcTeMy TipeacTaBbajy TajHy y ckiagy ca o,upenGaMa
3akoHa 0 c106oHOM NpHCTYITy un@opmaumama o JaBHor:sHaana 3akoHa 0 3aWTHTH no,ua'raxa
0 AMYHOCTH, 3aKOHa O TajHOCTH nonaTaKa, Kao PI Ypenbe 0 Ha‘-IPlHy M NOCTYIKY 03Haqa3a&.a
Ta_]HOCTH nojaTaka, ONHOCHO noxymeHaTa

I‘Ionauu koju ce o3maye Kao Ta_]HH Mopajy Guty 3ammheHH Yy cknany ca ofpeadama
Ype,uﬁe "o noceGHuM Mepama s 3aIﬂTHTe _ Ta]HHX " no,ua'raxa y untpopmauuono-
Tenexomynuxaunomm CHCTEMHMa. .

Yian 21,

Ha,unexcHH cyGjexkt y HKT cuctemy he ycmocrapHTH OpraHu3auyjy npucTyna
noaaunMa, TOceGHO OHMMA KOjH Gyay O3HAMEHH TAjHUM Y CKNIafly ca 3akoHOM O Ta_]HOCTH
[0JATAKa, TAKO A3 JOKYMEHTH Ca O3HAKOM TajHOCTH MOTY Ja ¢e CHHMe, OMHOCHO ApXHBHDAjy
WY 3anHuly Ha ¢rajn cepsepy Y d)onnepy Haj kojuM he PaBO OPHCTYNA HMATH CAMO 3aNlOC/IEHHU-
KOPHCHHIM KOju Ha T Gymy HManu npaeo.

JIoKyMeRTH ca 03HAKOM TAJHOCTA MOTY Jia & CHMME Ha Apyre Hocaue (EKCTepHH HDD,'
USB, CD, DVD) camo on cTpaHe HauelHHKA YNpaBe MM ILETOBHM NHCAHHM AaKTOM
oBnamtieHHx 3aMOC/EHHX - KOPHCHHUKA.

EBH}ICH].IH_]}’ HOcaya Ha KOjuUMa cy CHHMJLEHH TIOZALM Ca O03HAKOM TajHOCTH, 'BoaR
uagnexun cybjext KT cuctema.

Hocaun Ha KOjUMa ce Hallase JOKYMEHTH Ca O3HAKOM TajHOCTH MOpajy OMTH MPONHMCHO
oBenexKeHH 1 OIJIOXKEHH Ha MecTo Ha koMe hie Guru 3amtihenn o Reosnamheror npuCTYNA.

VY caydajy TpaHCIOpTA Hocada ca TOAAlMA Ca 03HAKOM TAjHOCTH, HAYENHUK yipase he
OZipe/IUTH OLrOBOPHY 0co0y M HAYMH TPaHCIIOPTA.

TlpuankoM GpHcama NMojaraka 3a O3HAKOM TAjHOCTH Ca HOcadya Ha KojuMa cy ce
HanazuMmy, MOJauH Mopajy GuTH HemospaTHO obpHcaHH, a ako TO HHje MOryhe, TakBM HOCAUH
Mopajy 61uTH pusHuKky oluTeheHH, OHOCHO YHHUIITEHH.

Obesbelusare ucnpasnoz u besbednoz gynxyuonucara cpedcmasa 3a 06pady nodamara

Ynaan 22.
3a pasBoj u TecTHpawe codTeepa npe yeohewa y pan y MKT cucrem mopajy ce
KOPHCTHTH CEpBEpH KOjH Cy HaMeHEeHH TeCTHPAmy H Pa3Bojy.
3abpameHo je xopumtiese cepepa KojH Ce KOPHCTE Y OIIEPATHBHOM pajy 3a TeCTHpam:e
codTeepa.
llpe ymohema y pag HOBOr cO(TBEpa HEONXOHHO je HANPABUTH KOIH]y-apXMBY
nocrojelinx noaaraka.



Hucranupame HoBor cod)TBepa Kao H aKypHpamwe [ocTojelier, OQHOCHO HHCTanaiuja
HOBE BEp3Hje BPIIH ce [10 3aBPIIETKY paJHOr BpeMeHa, Kako He 61 G010 3aycTaRIbeH ONEepaTHBHH
paj 3anocNeHUX-KOPUCHUKA,

3mumuma nodamaxa u cpedcmea 30 06pady nodamaxaod snonameproz coppmaepa

Ynan 23.

3awTaTa Off 31IOHAMEPHOT coTBEPa Ha MPEXH CHPOBOH C€ Y LHJBY 3allTHTE OJ BUpyca
H Jpyre BpCTe 3JIOHAMEPHOI KOAZ KOjH Yy padyHapcKy Mpe:y MOry JOcCIIeTH HHTepHeT
KOHEKUMjOM, e-MaHi-oM, 3apakeHHM nOpeHocHUM MexujuMa (YCB memopuja, LI w Ta.),
HHCTalalujoM HeNuleHuupanor codTeepa H I,

3a ychneluHy 3aUUTHTY Of BUpYCa Ha CBAKOM DauyHAapy c€ HHCTAIHPA AHTHBHPYCHH
Iporpam.

CpaxoJ{HeBHO ce ayTOMATCKH Y TauyHO ojipeljeHo Bpeme BpIUH AOIYHA AHTHBHPYCHHX
NeHHRIK]a.

Sautmuma npu kopuuifiersy unmeprema

Unan 24,

Y numy sawmrtuTe, ogHocHo ynanga y MKT cucrem Oneprapa ca HHTepHETa, HRIJISKHH
cybjext UKT cucrema je mysxaH Jia 0fpkaBa CHCTEM 34 CIIPEYABAILE YIAAA,

PykoBoauonu oprasusalivorux jenunuua Onepartopa ofpeljyjy Koju 3amocied umajy
NpaBo NPHCTYTA HHTEPHETY pajH MPUKYIJbatba NofaTaka ¥ OCTaTHX HHGopMauuja Be3aHHX 3a
00ar/Eame NOCIORA Y IHHX0BOj HAUIeKHOCTH,

DyHnxuHoHEpH M 3aMOCTeHH KOjUMa je 0A00peHo KopuIlliclhe HHTEpHEeTa U elIEKTPOHCKE
TIOIITE JY:KHH CY Aa NPHIHKOM Kopuinfielwa UCTOT NocTynajy 1o MeljyHapoJHUM KOHBEHIHjaMa
H NPaBHITMMA NOHAIIRHA.

Kopucuuuuma koju cy npuxibydeHd Ha MIKT cucrem je 3alpameH0 caMocTalHo
NPHK/BYYCH:C Ha HHTEPHET, OJHOCHO [IPHKJBYYEhEe IPEKO CONCTBEHOT MOIEMA.,

Hamnexun cy6jext MKT cuctemMa Moxe YKMHYTH TNPHCTYN HHTEPHETY Y ciiydajy
JokaszaHe 3oynorpede HCTOT.

Kopucnuuu MKT cucreMa kojuMa je ofoOpeno kopuinlieshe HHTEpHETa YXKHH Cy Ja ce
NpUApKasajy Mepa 3aluTHTe Of BHpyca M ynaza ca untepHera y MKT cucTeM, a ¢Baku paqyHap
YUjH ¢& 3a0CAEHH-KOPHCHHK MPHK/bY4yje Ha HHTepHeT Mopa 6uTH oAropapajyhe nogewen u
3awTHiieH, NpH YeMy NoAelapatme BpIM HajuexkHH cyGjexr KT cucrema.

[MpunukoM kopHilhietba uHTepHeTa kopucHHK HKT cucrema kome je omoGpeHo
KopHlIfielbe HHTEPeHTa AyxaH je u3OerapaTi cymmwuse WEB cTpanuyle, y LHIBY clpeyaBara
HHCTANHpatka nporpaMa koju Mory HaHetd wrety MKT crucremy.

VY cnyuajy na KOPHCHUK IIPHUMeTH HeoOMYHO MOHAWIANLe pavyHapa, TY I0jaBy je XyxkaH
na Oe3 oanarama Aa NpHjaBH HajnexuoM cydjexty MKT cucrema.

Ynan 285.

Kopucuuxy MKT cucrema koMme je N0O3BOJbEHO KOPHIIYEH:¢ WHEPHETA je 3a0paibeHo
raefawe QUIMOBA M Mrparme MIrpHila Ha pauyHapHMa M nperpaxusaiee WEB crpanuua koje
cafipe MopHOrpa)cKH M OCTaNH HEJONHYAH CaipiKaj, KA0 H CAMOBOJBHO Mpey3HMatbe HCTHX ca
HHTEpHeTa.

Yaan 26,

Heno3sosbena ynotpeda HHTEepHETa 00yXBaTa H:

- HHCTanHpamwe, IHCTpUOYIM]Y, OrNaiaBathe, NPeHOC HAH Ha IPYTH HaYHH YHI:eHbEe JOCTYIHHM
»IIHPATCKHUX" HMJIH JPYrHX cOQTBEPCKUX IPOHM3BONA KOjH HHCYJMIEHLMPAHM HA oarosapajyfiu
HauHH;
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- HapyllaBame CHIYPHOCTH Mpexe WIM Ha JApYTH HaumH OHemoryhapame
NOCNOBHE HHTEPHET KOMYHHKaIHje; :

- HAMEPHO IIUPere AECTPYKTHBHUX U OIICTPYKTHBHUX HporpaMa Ha HHTepHeTy (HHTepHeT
BHDYCH, HHTEDHET TPOjaHCKH KOMH, HHTEPHET LPBH M ApPYra BpCTA HENO3BOBEHHX
cothreepa); : . .

- HEO3BOJLEHO Kopumheme ADYIITBEHMX MPeka M JAPYTHX HHTEDHET caapxaja koje je
OrpaHKYeHO OJUTYKOM HaJIIeXHOT OPraHa Onepa"ropa' .

- pey3UMathe NoAaTaKa ¥ KONHHEH KOja IPOY3pOKyje BeNuKo ontepeheibe Ha MpexH; -
- mpey3umaibe MaTepHJana 3amTHeHHX 2y TOPCKUM IIpABHMA;

- kopuuihemne THHKOBA KOjH HACY ¥ BE3H Ca MOCIOM;

- HeJ03BOJBEHM IIPHCTYI Caapyajy, MpoMeHa caipxaja, 6pucaﬂae WIM Tpepaja caapxaja
npeKo HHTePHeTa.

P

Sawmuma 00 zybumra nodamaxa . .
! ] i . fl
. i

Yaan 27.

Baze nosataka obaBe3Ho ce apxuaupa]y Ha  TpeHoCHBE Mennje (DWD
STRIMERTRAKA EKSTERNI HDD), Hajmameje)mom ,IlHeBHO, HEZesbHO, Meceqﬂo n
rouLIe, 3a notpebe obroBe Gase nogataxa, o

' Ocrann (aji10BR-TIOKYMEHTH Ce apanHpaJy HajMal—he Je;mom HEJEJbHO, MecelfHo H
roAHILIbE. \ '

I'Io,uauﬂ 0 3aT0CIIeHHMa-KOPHCHHIIUMA, apxnsnpa_]y ce HajMarbe jennom meceuHo.

' [ ' ' tIJIaH 28.
. ILHeBHO Konupauae-apxmnpa:ﬁe BPLUH Ce 32 CBaKH PajiHy AaH y ce,uMHuu 011 20
4acoBa CBAKOT PafHOT JaHa. -
Henemno KOTHpake- apanHparbe Bpum ce MOCnember pammr Aana y Hefielbt, of
20 qacoxaa 'y onomuco Hele/LHHX nprMepaxa KOJIMKO HMa noCye UK pajHHX jata y
Meceuy )
MeceuHo KomHpatwe-apXHBHPAk-€ BPIIH ,g:e nocieqier pagHor JaHa y Meceny, 3a
ceaku Mecen, ocebHo, oa 20 yacosa.
Fonnmu,e Konnpasbe-apxuaupal-be BpI.l.IH ce nocne,un;er panHor JaHay I‘O,HHHH

S ' v PR \ P

. ' | ' Hia 29.

CBaky TIpHMEpaK rofMuitbe Komuje- -apXuBe HyBa CE Y POKY KoM je neqmﬂucaﬂ
VnyTeTBOM 'O KaHLENapHjCKOM nocnopamy opraHa ApkasHe ympase.CBakd NpHMepak
MPeHOCHOT MH(GOPMATHYKOr MeAMja ca KomujaMa-apXuBaMma, Mopa OuTH o3HadeH GpojeM,
BpcTOM (AHERHA, HENEeJbHA, MECeYHa, I'OJHINLA), AaTYMOM Hu3pane KONMje-apXuBe, Kao o
HMEHOM 3A1I0CAEHOT-KOPHCHEKA KOjH je N3BPILHO KOIHpalbe-apXHBHPaE.

JluepHe, Hene/bHe M MecedHE KOIMje-apxuBe ce 4yBajy y IIPOCTOpPHjH Koja je
(pM3MUKK K Y CKyIamy Ca Mepama 3alTHTe oJ noxapa obe3belena.

Toaumme Komuje-apxuse ce uspaljyjy y ABa MpHMepKa, O] KOjHX Ce jeNan uysa y
IpOCTOPHjH Y KOjOj Ce uyBajy [HeBHe, HEIEJ/ble M MeCeuHe KONHje-apXHBe a JPYTH
npumMepak y nocebnom oBjekTy KojH je Hajmame 100 m yaameH oA srpane ynpage.

Omnyky o mocebHoM ofjexkty y kome he ce HyBaTH ApPYTH NPHMEpaK rofHilibe
KOTIHjE - ApXUBE AOHOCH HAUENHHK YIPaBe NOCEOHNM PellICHhEM.

Haan 30,
HcnpaBHOCT KOMHKja-apXHBa NPOBEPaBa Ce HajMalbe Ha LIECT MeCeUH M TO TaKO LITO
ce Bpurn Bpahame Oaza nofaTaka Koje ce Hajase Ha MeJHjy, TPH 4Yemy NOJALH Iocne
ppahatsa Tpeba ga Oyay ucnpaBHH H CIPEMEH 3a ynoTpeby.

Wyearse nodamaxa o dozaliajuma xoju mozy bumu 00 suavajasa 6esbednocm HKTcucmena



Ynan 31,
O axkTHBHOCTHMA aJMHHHCTpaTopa H 3alOoCTeHMX-KOPHCHMKA BOLH Ce JHEBHHK
aKTHBHOCTH - fransaction log. :
Cpaxor noclefmer paaHOT AaHa y HelelbH HaToTeKa Y KOjoj ce Hamasy AHeBHHK
AKTHBHOCTH C€ apXHBHpa MO NpCLEeIYPH 32 H3paly KoMHja-apXHBa OCTaJHX TOAaTaka H
HKT cucremy, y cknany ca 4in. 27 osor Ilpapunxuka.

Cucmenm 3a Konmpony
Yiran 32.

CHcTeM 3a KOHTPONY M JiojaBy © rpeliikaMa, HeoBlalifieHHM AKTHBHOCTHMA H
Jpyrum moryhuM npodnemuma y UKT cucremy, mopa OuTH mojemeH Tako Aa ojaMax
ofaBelITaBa aJMHHUCTPATOPa, PYKOBOAHOLA OpraHU3allUOHE jeNHHHLE HIAJeXKHEe 32
nociose MKT M HauenHuka ynpase © CEMM HEpEryJIApHHM AKTHBHOCTHMA 3allOCiIeHMX-
KOPHCHMKA, IIOKYIIajuMa yTaja H YIaguMa y CHCTEM.

Obezbefusarbe uHmezpumema cofrmsepa u ONEPUMUBHUX CHCINEMA

Yaan 33.

Y HUKT cucremy moke Aa ce MHCTanHpa camo codTBep 3a KOjU MOCTOjH Baskeha
ndueHua y BracHHTBy Oneparopa, oaHocHo Freeware u Open source Bep3ije.

Hnacranauunjy u nofemasawe cofyTrepa MOXe Ja BPIIH caMo HamnexHu cyGjer UKT
cHCTEeMa, OHOCHO 3alocNeHU-KOpUCHHK KOfH HMa oBlamliermse 3a To.

HHcranauujy 1 nogemasame copreepa Moxe Ja H3BpIIM U Tpelie e, y cayadjy
Ja je coTeep HabalbeH y MOCTYNKy japHe HadaBKe, 4 HA HAYHH AeHHHCAH ca2 YTOBOPOM O
HabaBIlu.

Tpehe nuue moxke ja wsspd Hucramauujy ¥ nofewaBame codTBepa kafa je
H3mexky Orneparopa U mera YroBopeHo 0JpikKaBame cOPTBEpa Y OAPEXEeHOM BPEMEHOCKOM

leprony.
Unaun 34. l

IMpe cBake HHcTanalHje HOBe Bep3Hje codTBepa, OOHOCHO MOJEIABAA, HEOMTXOHO
je HampaBuTH KOmHjy moctojelier,kaxko 6u ce ofe3benuna MoryhiHocT moBpaTka Ha

NMPETXO/HO CTae Y Cyuajy HeoueKHBAHHX CHTYallHja.
3awimuma 00 3noynompede bezbednocnux craboemu HKT cucmema

Yiran 35.
Hapnexuu cy6jext MKT cucrema HajMame jeqHOM MecedHO, a no norpebu u ueirhe
BpLIM dHANM3Y JHEBHUKA aKTHBHOCTH - [fransaction log-a y uumy uaentuduxaumje
noteniujaHuX cnadoct MK TencTema.
Vkonuko ce HASHTHQHKYjy cnabocTH koje Mory jJa yrpose Oesbenmocr HKT
cicreMa Hamnexuu cyOjekr MKT cHerema je ay:xaH fa oiMax M3BPIUH MOLEMIABA:A,
OJHOCHO HHCTaNHpa codTRep KOjH fie OTKIIOHUTH yoUueHe cnabocTH,

Peeuzsuju HKT cucmema
Unan 36.

Pesusuja KT crcrema ce Mopa BpLIMTH Tako Ja HE OMeTa MNOCNOBHE IIpolece
KOPHCHHKA-3al0CAESHHX.

Hannexun cyGjekr HKT cuctemMa oapenulie BpeMe obaBisatha pesHsdje, Y
3aBUCHOCTH O}l BpCTe 1I0CIIOBA U pajiHUX 3a/laTaka 3alocieHuX- kopucHuka y Oneparopy.
3awumuma onpesme HKT cucmema

Ynau 37.

KoMyHHKaI[HOHH kaOJIOBH M KaONIOBM 33 Hamame Mepajy OHTH TIOCTaBJBEHH Y 31
HITH KAHANHULE, TAKO Oa ce oHeMoryhd HeomnamrheH OpPHCTYI, QTHOCHO JA €& H3BPIIH
H30MaLHja.



Mpexna onpema (switch, router, firewall) mopajy ce Hanasutu y rack opmany,
38KIbYHaHH.

Hamnexuu cy6jekr UKT cuctema je ay:ana CTanHO BPIIM KOHTPOJNHM Ipernen
MpeXKHe olpeMe H ONaroBpeMeHo MNpely3MMa Mepe y LHBY OTKIamama EBCHTYalHHX
HEeNnpaBHIHOCTH. _ p

BextHyHa Mpexxa  Kojy MOry [Ja KOpHCTE IOCETHOUHM oﬁjexaTa y
HA[JIEXKHOCTH YNpape , MOpa GUTH OfiBOjeHa Ofl HHTEPHE MpExe KOjy KOpHCTE KOpHCHHuH
3anOC/IeHH Y YNpasH H Kpo3 KOjy ce BpLIH pasMeHa cnyxbennx nonaraxa. Ta Mpexa Tpeba

na 6yze o3mauena (SSID) no moaemy '

Besbednocm HKT cucmema y eayuajy pasmene nodamaxa ro
Yaan 38. R
PazmeHa noaaraka Koju cy o3HayeHH 03HAKOM TAjHOCTH CA ¢a APYTMM OpraHiMa,
opraHu3alijaMa WM NPaBHH JIHIHMA BPIIK CE CE BPIIX Y CKJIay ca MOTIMCAHMM aKTOM O
pasmenu HOJATAKA.

", AKT U3 ctaBa | OBOT uiaHa caupXKH NOJaTKe O oBNAfieHHAM JIHIKME 32 pasMeHy
rofaTaKa, HauuHy pasMeHe NoJaraxa, IPaBHH OKBUP 32 TaKBY BPCTY Pa3MEHe, Kao H NPAaBHH
OKBHp KOjuM ce AeHHHILIE 3AIITHTA I0JATAKA KOjH C& pasMewyjy. ‘
Bautmuma noaamaxa rccyu ce Kopucme 3a nampeﬁe mecmupare I/IKT cucmema OOHOCHO
denoaa cucmezua ,

t1.11'21111'39 ' v

' HpHIIHKOM Tectupasa MKT ' cicreMa, 3a nojarke KOju €y O3HAYeHM O3HAKOM

TaJHOCTH OZIHOCHO cny}xﬁeﬂocm ofropapa HajexHu cyBjext UKT cuctema, y cknaay ca
npolMCHMa KojuMa je reHHMcaHa yroTpeba 1 3a1THTa OBEPIBUBHX MOJaTaKa.

Yuewhe mpehux nuya y nociosuma HKT culcngem_z _

i toa
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' ' " Ynan'40. '
" Haunn MHCTAJINpaka HOBAX, 3aMEHA H onpx{aBaH,e HOGTOJehHX pecypea | HKT
cuctemMa ox CTpaHe tpehux nuna koja Hmcy 3anocneHa y Omnepropy, perynume ce
Meljycoﬁno 3amyqeuum YTOBOPOM.
Hamnexxun cy6jexr MKT cucrema je 3amykeH 32 TeXHHYKH Hai30p Haj
pgaﬂ}fsﬁqu_}q}i YIOBOPEHHX ofapeza on cTpale Tpehnx nHla.

Unan 41.

Tpeha nuua-npyxaouu yclyra W3paje ¥ OJpXxapaiba COfTBepa MOTY NPHCTYIHTH
caMO OHHMM IOAAIMa KOjH ce Hanase Y Gazama nojaTtaka Koje ¢y Jieo coyTepa KojH Cy OHH
M3pajMiIH, OAHOCHO 32 KOje MOCTOjH YTOBOPOM Ae)HHHCAH IPUCTYIT.

Hamnexuu cy6jekt MKT cucrema je oAroBOpPaK 3a KOHTPONY NPHCTYNA H HaI30p
Hall M3BPIIEILEM YTOBOpeHHX ofaBe3sa, Kao M 3a NOIITOBame 0Apendu osor IlpaBuiHHKa
KOjHMa CY TakBe aKTHBHOCTH Jie¢(hHHHCaHE.

Ynan 42.

Hapnexun cyGjexr MKT cuctema je ORroBopan 3a Haa3op Hall MONITOBAMEM
yroBopeHux obapesa oy crpade TpeliMx AHLa-Npyxaona yciyra, nocefuo y obmactu
nowToBama ofpenbu kojuma je nedurucana 6esbeanoct pecypca MKTceucrema.

V cay4ajy HENoWITORAMka yroBopeHux ofasesa Hamnexwnu cy6jext MKT cucrema je
IysKaH fa ogMax ofaBecTH HaueNHUKA YNpape, paiy Npely3Mama Mepa y LHbY OTKIabara
HEIPaBHIHOCTH.

Tpesenmusne mepe u peazosare na besbednocne unyudenme



1)

Unan 43.

V cnyuajy GHI0 KakBOT HHUMAESHTA KOjH Moske 1a yrposu 6e3dennoct pecypca KT
CHCTEMA, 3AlOC/IeHH-KOPHCHHK je yxaH fa oaMax ofagecTH HapgmexuHor cyGjexta HKT
CHCTEMA.

ITo npujemy npHjase craea 1. Opor unana namgnexud cydjexr UKT cucrema je
JAyaH Ja oaMax obaBecTH Ha4yelHHKA yNpaBe H Mpefy3Me Mepe y IMJbY 3aIUTHTE pecypca
HKT cucrema.

Ynaan 44,

VKONMKO Ce pajd O HHUMAESHTY KojH je JedHHHcaH y YpeaboM o NOCTYIKY
JOCTABIBAMA MOJATAKA, JIMCTH, BPCTaMa M 3HAYA]Y HHIUMIEHATa H MOCTYNKY 00aBeIlTABAbA
0 HHIMAEHTHMAZ Y HMHGOPMalMOHO-KOMYHHKAUMOHHM CHCTEMUMAa OJ moce0HOr 3Hauaja,
nagnexus cy@jekr MKT je myxaH fJa nopel HauveNHHKa o0aBecTH H HaJJIeXHHU OpraH
IOedHHICAH HaBeleHoOM Y peabom.

Haanesxxnu cyGjexr UK Tcuctema Boau eBHAEHLMjY O CBHM HMHITHJICHTHMA, K20 H
npujapamMa WHUHAEHATa, Yy cKlany ca YpeaOoM, Ha OCHOBY KOje, MPOTHB OATOBOPHOT JIMLA,
MOTY/Ia ¢ BONE TUCILMIUIHHCKY, TPEeKpPILajHU HIIH KPHBHYHH ITOCTYMIH.

IV HUsmene noctojeher u yenocrapibathe Hopor HKT cuerema

Ynan 45.

O Vcnocrasmawy Hoeor HMKT chcrema, omHocHO yBOljemy HOBHX J@ioBa H
m3meHama moctojehiux genosa HMKT cucrema magnexun cyGjext MKT cucrema Bogn
JOKYMEHTALH]y.

JloxyMeHTaIMja U3 cTaBa 1. OBOr 4iaHa Mopa Ja CaipxXH ONMuce CBHX Mpolenypa a nocebxo
npoteaypa koje ce ogaoce Ha Gezbennoct MKT cucrema.

V  Mepe y unmy obGezdeljerba KOHTHHYHTETa O0aB/BAKLA IMOCHR Y BAHPELHOM
OKOJMHOCTHMA
Ynamn 46.

Y chnydyajy BaHpeAHHX OKOMHOCTH, Koje Mory jga moBemy Ao m3Mmewtama HMKT
CHCTEMA H3 3rpajie ynpaee, HagnexuH cybjexr HKT cucrema je myxan jaa y Hajkpafiem
poky nperece genose KT cicTeMa HeolxozHe 3a GyHKUHOHHCAbE Y BAaHPE/HO] CHTYaLUju
Ha pesepBHY JOKalWjy, Y. CKIagy ca IUIAHOM pearoBatba y BaHPEJHHM H KpPH3HHM
CHTYyaLHjaMa.

Crneuuduranujy genosa UKT cucTeMa kojH cy HeonxoaHu 3a QyHKUHOHHCAHmE Y
BaHpeNHHM cuTyalujaMa uspaljyje Rapnexuu cybjext UKT cucrema, y TpH npuMepka, oA
KOJHX c€ JelaH HaJIa3H KOX E-era, APYTH KoM 3aMocieHOr HaJJIeXHOT 3a ocioBe oabpaHe U
BaHpeJHe CHTYyallnje, a TpehH npHMepak Ko HayelHUKa YIpaBe.

Jenose MUKT cucTeMa KOjH HHUCY HEOMXOAHH 32 (QYHKIHOHHCAHE y BaHPEIHHM
cuTyauMjaMa, CKIaUIITe ce Ha Pe3epBHY JOKALH]Y, KOjy ofpelH Ha4eIHHK yIpaBe.

Cxnaguiuterse genosa MKT cicTeMa koju HUCY HEOMXOAHHU BPIUM C& HAa HAYHH Ha
onpema Oyae Ge3deana u obeneskeHa, y cknajy ca eBHACSHIIH]OM KOja C€ O H0j BOAH.

VI Ilpoeepa HKT cucrema
Unax 47,
[Mpoeepy UKT cucrema he BpmuTu cyfjext koja Oyne wusabpan y cknagy ca
onpenfama 3akoHa o jaBHUM HabaBkama.
[Mposepa he ce BpUIMTH NOCNEAbEr MeceLa y FOAHHH.

Ynan 48,
[IpoBepa MKT cuctemMa ce BpILM TAKO IUTO CE:
1) nposepasa ycknaljenocr IlpaBunnuka o 6esbennoctn MKT cucrema, ysumajylin y o63up
H aKTa Ha Koju ce BpiH ynyhuparme, ca IPONUCAHHM YCNOBUMA, OHOCHO IIpOBEpasa Ja i



cy [lpapunHukoM anekBaTHO mnpefBuljeHe Mepe 3aliTHTe, Npolexype, osnamhewma H
ouarosopaecti y HMKT cuctemy;

2) npoBepasa aa JIM Ce Y ONEPATHBHOM pajy aleKBaTHO NMpHMewyjy npeasubere Mepe
3alITHTe H TpoLeaype Y CKIamy ca ytBpheHnM obnamhemHMa H OArOBCPHOCTHMA,
MeTogamMa MHTEpBjya, CHMyJaumje, TOCMaTpama, yBHIa y npeapuieHe eBHAeHLUje H
ApYTY JOKyMEHTALH]y;

3) wpumm mnposepa OezbennocHux cnalocTH HA HMBOY TEXHHYKHX KapaKTEPHCTHKa
rxommoneHTH MKT cucrema MeTomoM yBuma y u3abpaHe NpOU3BOAE, dPXHTEKTYpe pellietha
TeXHHUKe KOH(HUrypalHje, TeXHUUKe MOJATKe O CTATYCHMa, 3anuce o aoraajuma (orose),
Kao M METOLOM TECTHpalba NOCTOjarka mo3HaTHX Oez0enHocHHX cnabocTH y CIHYHHM
oxpy}xeﬂ,uma ‘

O u3BpLIEHO] IPOBEPH CAAYNILABA CE H3BEITaj, KOJH CE JI0CTAB/bA HAUENHUKY YIIpaBe.

Yaan 49,
HMssemrtaj u3 wiaHa 45, Opor [IparniHuKa cajipiH:
1). nazus Onepatopa;
2) BpeMe npoeepe;
3) moxan# o NHIHEMA KOja CY BpILUHIIA IIpOBepy;
4) n3BeliTaj 0 CNPOBEIEHHM pafibaMa IIPoBepe;
5) 3akmyuxe mo nuramy yckiahemoctu I[Ipapunuuka o Gesbemmoctn MKT cnc;"rema ca
NPOMHCAHHM YCTIOBHMA;
6) 3sak/myuKe 1O MHTAIY aNEKBATHE NpHMEHE NpeIBHiEHHX MEpa 3aIUTHTE y ONepaTHBHOM
paﬂ)G
7) 3ak/byuKe NO NUTaly eBeHTyanHHX Oe30eJHOCHHX cNabOCTH HA HHBOY TEXHMHUKHX
kapaxtepucThka komnoHenTH UKT cucrtema; '
8) ouena yxymHor HuBoa HRdopMaLoHe Ge30eHOCTH;
9). npennior eBeHTyaAHHUX KOPEKTHBHHX Mepa;
10) noTnHC 0ArOBOPHOT AKLE Koje je crposeso nposepy MKT cucrema.

VII [ducuuniaHHCKA OATOBPHOCT ! '

Ynau 50.

. Henomrrosate onpeaGn osor IMpasuinuia [Ipe/CTaBba NoBpeNy pajtHux obaresa H
TIOBAAYH ,IlPICLlHﬂJIHHKy OITOBOPHOCT 3&MOCTIEHOr-KOPHCHHKA HHq)opmaqunx pecypca
Oneparopa. )

Ynan 51. ‘
Cpaxo xopuwhieme HKT pecypca Omneparepa of cTpaHe 3al0CIEHOT-KOPHCHHKA,
BaH J0AebeHHX osailieisa, NOAJeKe JUCIHIHECKO] OArOBOPHOCTH 3aN0CIIEHOr KOjoM Ce

JeduHHIIIE CATOBOPHOCT 3a Heopnalheno xopuinficke HIMOBHHE.

Ynan 52.
KopHCHHLMMA KOjU HEaJeKBATHHM KODHIIfeHEM HHTEpPHETa Y3POKY]y 3arylieie,
IpeKHI Y paiy UnH Hapyllapajy 6e3beqHocT Mpexe MOXE CE¢ OIy3€TH IIPaBO NPHCTYIIA.

VIII Hamena IIpaBuannka
Uaan 54.

V cnyuajy HACTaHKA MpOMeHa KOje MOTY HACTYNHTH ycJIel TEXHHYKO-TEXHOJIOWKHX,
KaNpOBCKHX, opraHu3aunoHux npoMeHa y MKT cuctemy u norahaja ma rnodamnom u
HALHOHAJHOM HHBOY KOjH MOry HapywuTtr HHGopMmaiuoHy Gesbennoct HajnexHu cybjexrt
HKT cuerema je ny:kaH Ja o0aBecTd HauellHMKa ynpape, Kako OH OH MOTao Aa MpUCTYNH
u3Menn opor IIpaBHNTHWKA, Y LHJBY YHanpeljeme Mepa 3allTHTE, HAYHHA M IpoLexypa
locTH3ama M OApKaBama agexsaTHor HHBoa Gesbenmoctn MKT cucrema, xao u
NpeHcnHTHBalba OBNAlulickha W OATOBOPHOCTH Yy Be3n ca Gesbeanowhy W pecypcnMa
HUKTcucrema.



1X Ipenasne H 3aBplaHe ogpende

Yian 55.
Ogaj [lparunHuk cTyna Ha cHary 8§ jmaHa HakoH ofajeibHBama y ,,CnyxbeHoM
nmuacty Onmwtune Kosun",

HAYEJHUK OIIIITUHCKE YIIPABE KOBHH
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